


• Ransomware is a specific type of malware that holds files hostage and demands payment to release 
them.

• Global ransomware damages are estimated to exceed $60 billion by 2024.

• 73% of organizations experienced a ransomware attack in 2022/23.

• 80% of organizations who pay a ransom will be attacked again

• Cyber insurance pays out in almost all ransomware claims (98%), but only 4% recovered all their data. 

• In 40% of cases, companies will lay off employees because of the damages.

• 69% of ransomware attacks begin with an email.
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https://tech.co/antivirus-software/ransomware-statistics
https://assets.sophos.com/X24WTUEQ/at/4zpw59pnkpxxnhfhgj9bxgj9/sophos-state-of-ransomware-2022-wp.pdf
https://www.ibm.com/downloads/cas/3R8N1DZJ
https://www.barracuda.com/reports/ransomware-insights-report-2023
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SHE = Slow Hidden Encryption 

Situation to be avoided:

1. Data on disk is encrypted

2. Backup is damaged

We have StoreOnce Immutability

and Compliance

3. Storage snapshots are deleted 

We have Virtual Lock Snapshots

Production

Slow Hidden EncryptionKey Logger hack

Alletra 9000

Backup-Adm / pwd
SO-Admin / admin
3paradm / 3pardata

Backup-Adm / pwd
SO-Admin / admin
3paradm / 3pardata

Backup Orchestrated 
Standard Snapshots

Local policy
Virtual-Lock Snapshots

Local policy
Standard Snapshots

Mr. Hacker

Mon Tue Wed Thu Fri Sat Sun

Employees & Contractors PC

Ransomware

Encrypted

Remote desktop

OS & Hypervisors

Backup-
Adm pwd

Backup-Adm / pwd
SO-Admin / admin
3paradm / 3pardata

3paradm
3pardata

SHESHESHESHE

SHE SHE SHE

Hidden
Encryption

KLKLKLKL

KL KL KL

RP RP RP RP

RP RP RP RP

RP

RP

RP

RP

RP

RP

RPRP

RP

RPRP

RP

Immutability

RP

RP

RP

Backup Server

SO-Admin
admin

Backup-Adm / pwd
SO-Admin / admin
3paradm / 3pardata

Admin Sec. Officer

Compliance

Mode

StoreOnce 4.3.2Windows File System



FINAL ENCRYPTION
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to receive the tool  for
unencrypting your files

Optional Active Encryption: Only for malwares not 
based on a Filter Driver and Slow Hidden Encryption 

Filter Driver removed and key deleted
It stops to decrypt files on access, exposing the 
underlying data-corruptions.

• Remove the malware,
• Change pwd,
• Clean the environment.

Backup Orchestrated 
Standard Snapshots

Local policy
Standard Snapshots

• Find a valid restore point.
• Multiple options: Snapshot and Backup.
• Test it in a clean room, and Recover.
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